Buzzio protocol / architecture one-pager Forreviewers - sealed paif » Privacy vs Features

Two product lanes: Privacy section (sealed) — 1:1, E2E groups, Whisper private chat, private calls — and Feature mode
(shared) — open-history groups, Communities, Broadcast. Phone-free identity (Buzzio ID + mnemonic). Data is not sold.

1. Sealed delivery path

Sender device Blind relay Recipient device
1. Double Ratchet + AES-GCM Firebase / FCM 3. Open envelope (IK)
2. Sealed outer envelope No plaintext from on preferred path 4. Ratchet decrypt

(eph ECDH !I" HKDF) Delete-on-delivery - wake omits sender_id SQLCipher local history

Quter: epheneral Pub || AES-GCM HKDF( ECDH(eph, recipientlK), info ), payload )

Ceilings: not Tor anonymity - CF may learn sender at cert verify - brief undelivered queue - Feature mode is separate.

2. Privacy section vs Feature mode

PRIVACY — SEALED FEATURE — SHARED

Surfaces: 1-to-1 - E2E groups - Whisper private - private calls Surfaces: open-history groups - Communities - Broadcast (+
Stories / Questions*)

Operator content? No — device keys only
Operator content? Yes where product needs text DEKs
History: local SQLCipher - delete-on-delivery - short E2E catch-

up History: durable backscroll - roles - discovery
. /L J
Feature Mode Operator content? History
1-to-1/ Whisper / E2E groups / calls Sealed No Local / expiry / short catch-up
OHG / Communities / Broadcast Shared Text: yes (DEKS) Durable member history

3. Claim vs non-claim

Claim: Signal-class sealed content secrecy + sealed-envelope minimization + phone-free ID + honest shared labels.
Do not claim: Tor anonymity - absolute zero metadata - Feature mode is sealed - published third-party audit (none yet).

4. How to verify + report

Open crypto: github.com/ve-21/buzzio-crypto-open-source ! dart pub get - dart test - dart run example/demo.dart
Checklist: doc.buzzio.dev/03-crypto/how-to-verify/ - Bugs & ideas: forum.buzzio.dev - Disclosure: doc.buzzio.dev/08-support/security-disclosure/
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